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1
EXECUTION-BASED LICENSE DISCOVERY
AND OPTIMIZATION

FIELD OF THE INVENTION

Embodiments of the invention generally relate to informa-
tion technology, and, more particularly, to license manage-
ment.

BACKGROUND

Software licenses cover the usage of a software product,
while current software licensing options are largely based on
installations. Accordingly, a software product needs to be
licensed if it is installed on a computer or similar device.
Installations can be discovered by scanning storage devices
(for example, hard disks) and identifying matching signa-
tures. Such discovery techniques, however, incur significant
overhead costs.

Moreover, installation of a software product does not equal
usage of a software product. For example, a context within
which installation without usage can occur might include a
change of software deployment, or wherein a software prod-
uct is uninstalled without wiping the corresponding storage
area. Additionally, a context within which usage without
installation can occur might include a transfer of an execut-
able program of a software product through a network. Such
a scenario would pose challenges because it may be infeasible
to scan all network-accessible devices.

In a managed cloud computing environment, management-
based discovery may be used, while in an unmanaged infra-
structure as a service (laaS) environment, customers can
install and use software products without going through a
centralized portal. In many such instances, software products
are stored in virtual machine (VM) images, and such VM
images might be remote from the compute nodes. As such,
scanning such an environment would also likely incur signifi-
cant overhead costs and can be inaccurate due to remotely
attached storage.

Accordingly, a need exists to efficiently discover software
products that should properly be licensed on hardware assets,
as well as to optimize software deployment on hardware
assets to reduce software licensing costs.

SUMMARY

In one aspect of the present invention, techniques for
execution-based license discovery and optimization are pro-
vided. An exemplary computer-implemented method can
include steps of collecting execution information for one or
more software processes on one or more servers in an oper-
ating system, mapping the collected execution information
for the one or more software processes to one or more soft-
ware products, determining usage of a software product in the
operating system based on the mapping of the collected
execution information for the one or more software processes
to one or more software products, and identifying one or more
software product license optimization opportunities based on
acomparison of the determined usage of the software product
in the operating system and an indication of all installations of
the software product in the operating system.

Another aspect of the invention or elements thereof can be
implemented in the form of an article of manufacture tangibly
embodying computer readable instructions which, when
implemented, cause a computer to carry out a plurality of
method steps, as described herein. Furthermore, another
aspect of the invention or elements thereof can be imple-
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mented in the form of an apparatus including a memory and at
least one processor that is coupled to the memory and con-
figured to perform noted method steps. Yet further, another
aspect of the invention or elements thereof can be imple-
mented in the form of means for carrying out the method steps
described herein, or elements thereof, the means can include
hardware module(s) or a combination of hardware and soft-
ware modules, wherein the software modules are stored in a
tangible computer-readable storage medium (or multiple
such media).

These and other objects, features and advantages of the
present invention will become apparent from the following
detailed description of illustrative embodiments thereof,
which is to be read in connection with the accompanying
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1is a diagram illustrating an interface aspect, accord-
ing to an embodiment of the present invention;

FIG. 2 is a block diagram illustrating an example embodi-
ment, according to an aspect of the invention;

FIG. 3 is a flow diagram illustrating techniques according
to an embodiment of the invention; and

FIG. 4 is a system diagram of an exemplary computer
system on which at least one embodiment of the invention can
be implemented.

DETAILED DESCRIPTION

As described herein, an aspect of the present invention
includes techniques for execution-based license discovery
and optimization. At least one embodiment of the invention
includes discovering usage of a software product through
execution traces of the software product in an operating sys-
tem (OS). The execution traces accurately report the software
usage, and can also provide indications and/or suggestions on
optimizing software deployment, such as removing unused or
lightly-used software installations, and/or consolidating soft-
ware instances with non-overlapping usage patterns.

For example, at least one embodiment of the invention
includes periodically checking or assessing an OS process
table, and parsing the usage pattern of each relevant software
product through software executable names. Based on such
collected data, an aspect of the invention includes building or
generating a time series of each process.

Accordingly, at least one embodiment of the invention
includes discovering software usage via collecting execution
information for each of multiple processes in an OS. Such
information can include, for example, process name, the state
of the process (running, sleeping, etc.), the percentage of
central processing unit (CPU) usage by the process, the total
memory usage by the process, resource consumption of the
process, input/output (I/O) transactions and bytes per second.

Also, an aspect of the invention includes establishing a
profile for each software product and/or process on each
server in the OS. Such a profile can contain, for example, the
time series of resource consumption for the given software
product and/or process. Additionally, at least one embodi-
ment of the invention further includes mapping the process
name to a particular software product.

Utilizing the collected execution information, at least one
embodiment of the invention includes identifying unexecuted
but installed software products as candidates for deletion. By
way of example, if a given account licenses 20 servers for a
software product, but only six of the servers have the product
actively running, the remaining servers may include candi-
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dates for deletion. Identification of such candidates can
include, for example, combining a process profile with scan-
ning results to determine an instance of installation of a soft-
ware product without usage thereof.

Asused above, scanning refers to scanning storage devices
(hard disk drives, etc). Accordingly, if'a process for a product
is not found (indicating that the product is not running), but
the scanning results show that the product is installed on the
device, the installed copy should be removed.

Additionally, at least one embodiment of the invention
includes identifying light or non-overlapping usage patterns
of software installations as candidates for consolidation and/
or multiplexing. By way of example, in a cloud setting, mul-
tiple physical and virtual servers running a relational database
management system with light workloads might serve as
consolidation candidates.

In at least one embodiment of the invention, a threshold can
be pre-configured for quantifying workloads. For example, if
a product instance uses less than 10% of CPU, less than 100
megabytes (MB) of dynamic random-access memory
(DRAM), and less than one megabyte per second (MB/sec) of
disk input/output (I/O), the workload can be considered light.
Additionally, in at least one embodiment of the invention,
relevant information is obtained through collecting execution
information, as well as through a process-to-product map.

Further, a consolidation involves migrating some pro-
cesses from a first server to a second server. By way of
example, consider a scenario originally including five physi-
cal servers, each hosting one virtual machine (VM) running a
product. After the analysis of workload, it can be decided to
migrate all five VM to a single physical server (for example,
to reduce the license fee).

At least one embodiment of the invention also includes
identifying additional opportunities for further consolidation
actions. Such an opportunity can include, for example,
obtaining additional components (such as an addition server)
and/or hardware to further consolidate usage. Also, such an
opportunity might include, for instance, moving or transfer-
ring component usage (such as, for example, a database
usage) from a given server to a different server in the OS, or
interchanging relational database management system usage
on a given server with separate database usage on a different
server in the OS. In at least one embodiment of the invention,
the suggested action can be provided to a user and/or admin-
istrator as a suggestion, and/or the OS can automatically carry
outthe suggested optimization action. Additionally, in at least
one embodiment of the invention, collected execution infor-
mation can be provided as input to a license optimization
engine for automated identification of such opportunities.

FIG. 1 is a diagram illustrating an interface aspect, accord-
ing to an embodiment of the present invention. By way of
illustration, FIG. 1 depicts a software product 102 and an
operating system (OS) 104. As depicted, the product 102
specifies possible licensing options to the OS 104 via com-
munication 103. Such licensing options can include, for
example, percentage of CPU usage, a memory high water-
mark, and a disk input/output operations per second (IOPS)
high watermark. A communication such as 103 might, by way
merely of example, include an indication such as “I can be
licensed by X % CPU or a memory high watermark.”

The OS 104, as detailed herein, maintains knowledge on
how many licenses of each type are entitled on a given server,
and the OS 104 provides such information to the software
product 102 via communication 105. A communication such
as 105 might, by way merely of example, include an indica-
tion such as “You are currently using 25% CPU and 500 MB
memory.”
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Based on communications such as depicted via 103 and
105, at least one embodiment of the invention includes allo-
cating software licenses in a coordinated manner with other
resources (CPU, memory, etc.). By way of example, if a
server is entitled only with 30% of CPU usage of a product P,
the process of P can be given a low priority in CPU scheduling
if the quota is nearly used up.

FIG. 2 is a block diagram illustrating an example embodi-
ment, according to an aspect of the invention. By way of
illustration, FIG. 2 depicts an executing trace analysis module
202, a mapping module 204, a product usage determination
module 208 and an optimization module 206. The function of
each of these modules is described in conjunction with FIG. 3
below.

FIG. 3 is a flow diagram illustrating techniques according
to an embodiment of the present invention. Step 302 includes
collecting execution information for one or more software
processes on one or more servers in an operating system (as
carried out, for example, by executing trace analysis module
202 such as depicted in FIG. 2). As detailed herein, execution
information can include process name, process state, percent-
age of central processing unit used by a process, total memory
used by a process, resource consumption of a process, and/or
input/output (I/O) transactions of a process. Collecting
execution information can include periodically accessing a
system process table associated with the operating system.
Thetechniques depicted in FIG. 3 can also include generating
a time series for each of the one or more software processes
based on the collected execution information.

Step 304 includes mapping the collected execution infor-
mation for the one or more software processes to one or more
software products (as carried out, for example, by mapping
module 204 such as depicted in FIG. 2). Step 306 includes
determining usage of a software product in the operating
system based on the mapping of the collected execution infor-
mation for the one or more software processes to one or more
software products (as carried out, for example, by product
usage determination module 208 such as depicted in FIG. 2).
Thetechniques depicted in FIG. 3 can also include generating
a profile for the software product. The profile can include a
mapping between the software product and each of the one or
more software processes that are associated with the software
product. Additionally, at least one embodiment of the inven-
tion includes encoding the profile into a matrix.

Step 308 includes identifying one or more software prod-
uct license optimization opportunities based on a comparison
of the determined usage of the software product in the oper-
ating system and an indication of all installations of the soft-
ware product in the operating system (as carried out, for
example, by optimization module 206 such as depicted in
FIG. 2). The indication of all installations can include, for
example, a scan report. The identifying step can include iden-
tifying an opportunity for removal of an unused installation of
the software product, as well as identifying an opportunity for
adding one or more items of hardware for consolidation of
two or more installations of the software product.

Additionally, the identifying step can include identifying
an opportunity for consolidating two or more installations of
the software product. This can further include, for example,
identifying an installation of the software product having a
low level of usage, transferring the installation of the software
product having the low level of usage to a server comprising
an installation of the same software product.

Further, in at least one embodiment of the invention the
identifying step can include identifying an opportunity for
interchanging usages of two different software products
installed on two different servers. This can include, for
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example, transferring the installation of a first software prod-
uct having a low level of usage from a first server to a target
server comprising an installation of the same software prod-
uct, and transferring, from the target server to the first server,
a second software product with a usage level similar to that of
the first software product.

The techniques depicted in FIG. 3 can also, as described
herein, include providing a system, wherein the system
includes distinct software modules, each of the distinct soft-
ware modules being embodied on a tangible computer-read-
able recordable storage medium. All of the modules (or any
subset thereof) can be on the same medium, or each can be on
a different medium, for example. The modules can include
any or all of the components shown in the figures and/or
described herein. In an aspect of the invention, the modules
can run, for example, on a hardware processor. The method
steps can then be carried out using the distinct software mod-
ules of the system, as described above, executing on a hard-
ware processor. Further, a computer program product can
include a tangible computer-readable recordable storage
medium with code adapted to be executed to carry out at least
one method step described herein, including the provision of
the system with the distinct software modules.

Additionally, the techniques depicted in FIG. 3 can be
implemented via a computer program product that can
include computer useable program code that is stored in a
computer readable storage medium in a data processing sys-
tem, and wherein the computer useable program code was
downloaded over a network from a remote data processing
system. Also, in an aspect of the invention, the computer
program product can include computer useable program code
that is stored in a computer readable storage medium in a
server data processing system, and wherein the computer
useable program code is downloaded over a network to a
remote data processing system for use in a computer readable
storage medium with the remote system.

As will be appreciated by one skilled in the art, aspects of
the present invention may be embodied as a system, method
or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module” or
“system.” Furthermore, aspects of the present invention may
take the form of'a computer program product embodied in a
computer readable medium having computer readable pro-
gram code embodied thereon.

An aspect of the invention or elements thereof can be
implemented in the form of an apparatus including a memory
and at least one processor that is coupled to the memory and
configured to perform exemplary method steps.

Additionally, an aspect of the present invention can make
use of software running on a general purpose computer or
workstation. With reference to FIG. 4, such an implementa-
tion might employ, for example, a processor 402, a memory
404, and an input/output interface formed, for example, by a
display 406 and a keyboard 408. The term “processor” as used
herein is intended to include any processing device, such as,
for example, one that includes a CPU (central processing
unit) and/or other forms of processing circuitry. Further, the
term “processor” may refer to more than one individual pro-
cessor. The term “memory” is intended to include memory
associated with a processor or CPU, such as, for example,
RAM (random access memory), ROM (read only memory), a
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fixed memory device (for example, hard drive), a removable
memory device (for example, diskette), a flash memory and
the like.

In addition, the phrase “input/output interface” as used
herein, is intended to include, for example, a mechanism for
inputting data to the processing unit (for example, mouse),
and a mechanism for providing results associated with the
processing unit (for example, printer). The processor 402,
memory 404, and input/output interface such as display 406
and keyboard 408 can be interconnected, for example, via bus
410 as part of a data processing unit 412. Suitable intercon-
nections, for example via bus 410, can also be provided to a
network interface 414, such as a network card, which can be
provided to interface with a computer network, and to a media
interface 416, such as a diskette or CD-ROM drive, which can
be provided to interface with media 418.

Accordingly, computer software including instructions or
code for performing the methodologies of the invention, as
described herein, may be stored in associated memory
devices (for example, ROM, fixed or removable memory)
and, when ready to be utilized, loaded in part or in whole (for
example, into RAM) and implemented by a CPU. Such soft-
ware could include, but is not limited to, firmware, resident
software, microcode, and the like.

A data processing system suitable for storing and/or
executing program code will include at least one processor
402 coupled directly or indirectly to memory elements 404
through a system bus 410. The memory elements can include
local memory employed during actual implementation of the
program code, bulk storage, and cache memories which pro-
vide temporary storage of at least some program code in order
to reduce the number of times code must be retrieved from
bulk storage during implementation.

Input/output or /O devices (including but not limited to
keyboards 408, displays 406, pointing devices, and the like)
can be coupled to the system either directly (such as via bus
410) or through intervening I/O controllers (omitted for clar-
ity).

Network adapters such as network interface 414 may also
be coupled to the system to enable the data processing system
to become coupled to other data processing systems or remote
printers or storage devices through intervening private or
public networks. Modems, cable modem and Ethernet cards
are just a few of the currently available types of network
adapters.

As used herein, including the claims, a “server” includes a
physical data processing system (for example, system 412 as
shown in FIG. 4) running a server program. It will be under-
stood that such a physical server may or may not include a
display and keyboard.

As noted, aspects of the present invention may take the
form of a computer program product embodied in a computer
readable medium having computer readable program code
embodied thereon. Also, any combination of computer read-
able media may be utilized. The computer readable medium
may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage
medium may be, for example, but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, or device, or any suitable com-
bination of the foregoing.

More specific examples (a non-exhaustive list) of the com-
puter readable storage medium would include the following:
an electrical connection having one or more wires, a portable
computer diskette, a hard disk, a random access memory
(RAM), a read-only memory (ROM), an erasable program-
mable read-only memory (EPROM), Flash memory, an opti-
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cal fiber, a portable compact disc read-only memory (CD-
ROM), an optical storage device, a magnetic storage device,
orany suitable combination of the foregoing. In the context of
this document, a computer readable storage medium may be
any tangible medium that can contain, or store a program for
use by or in connection with an instruction execution system,
apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that is not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system,
apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using an appropriate medium, including
but not limited to wireless, wireline, optical fiber cable, radio
frequency (RF), etc., or any suitable combination of the fore-
going.

Computer program code for carrying out operations for
aspects of the present invention may be written in any com-
bination of at least one programming language, including an
object oriented programming language such as Java, Small-
talk, C++ or the like and conventional procedural program-
ming languages, such as the “C” programming language or
similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

Aspects of the present invention are described herein with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations and/
or block diagrams, and combinations of blocks in the flow-
chart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

These computer program instructions may also be stored in
a computer readable medium that can direct a computer, other
programmable data processing apparatus, or other devices to
function in a particular manner, such that the instructions
stored in the computer readable medium produce an article of
manufacture including instructions which implement the
function/act specified in the flowchart and/or block diagram
block or blocks. Accordingly, an aspect of the invention
includes an article of manufacture tangibly embodying com-
puter readable instructions which, when implemented, cause
a computer to carry out a plurality of method steps as
described herein.
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The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus or other devices to produce a computer implemented
process such that the instructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

The flowchart and block diagrams in the figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
invention. In this regard, each block in the flowchart or block
diagrams may represent a module, component, segment, or
portion of code, which comprises at least one executable
instruction for implementing the specified logical function
(s). It should also be noted that, in some alternative imple-
mentations, the functions noted in the block may occur out of
the order noted in the figures.

For example, two blocks shown in succession may, in fact,
be executed substantially concurrently, or the blocks may
sometimes be executed in the reverse order, depending upon
the functionality involved. It will also be noted that each block
of'the block diagrams and/or flowchart illustration, and com-
binations of blocks in the block diagrams and/or flowchart
illustration, can be implemented by special purpose hard-
ware-based systems that perform the specified functions or
acts, or combinations of special purpose hardware and com-
puter instructions.

It should be noted that any of the methods described herein
can include an additional step of providing a system compris-
ing distinct software modules embodied on a computer read-
able storage medium; the modules can include, for example,
any or all of the components detailed herein. The method
steps can then be carried out using the distinct software mod-
ules and/or sub-modules of the system, as described above,
executing on a hardware processor 402. Further, a computer
program product can include a computer-readable storage
medium with code adapted to be implemented to carry out at
least one method step described herein, including the provi-
sion of the system with the distinct software modules.

In any case, it should be understood that the components
illustrated herein may be implemented in various forms of
hardware, software, or combinations thereof, for example,
application specific integrated circuit(s) (ASICS), functional
circuitry, an appropriately programmed general purpose digi-
tal computer with associated memory, and the like. Given the
teachings of the invention provided herein, one of ordinary
skill in the related art will be able to contemplate other imple-
mentations of the components of the invention.

The terminology used herein is for the purpose of describ-
ing particular embodiments only and is not intended to be
limiting of the invention. As used herein, the singular forms
“a,”“an” and “the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise. It will be
further understood that the terms “comprises” and/or “com-
prising,” when used in this specification, specify the presence
of stated features, integers, steps, operations, elements, and/
or components, but do not preclude the presence or addition
of another feature, integer, step, operation, element, compo-
nent, and/or group thereof.

The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements in the claims
below are intended to include any structure, material, or act
for performing the function in combination with other
claimed elements as specifically claimed.
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At least one aspect of the present invention may provide a
beneficial effect such as, for example, optimizing software
deployment on hardware assets to reduce software licensing
costs.

The descriptions ofthe various embodiments of the present
invention have been presented for purposes of illustration, but
are not intended to be exhaustive or limited to the embodi-
ments disclosed. Many modifications and variations will be
apparent to those of ordinary skill in the art without departing
from the scope and spirit of the described embodiments. The
terminology used herein was chosen to best explain the prin-
ciples of the embodiments, the practical application or tech-
nical improvement over technologies found in the market-
place, or to enable others of ordinary skill in the art to
understand the embodiments disclosed herein.

What is claimed is:

1. A method comprising:

collecting multiple parameters of execution information

for one or more software processes on one or more
servers in an operating system;

generating a time series for each of the multiple collected

parameters of execution information for each of the one
or more software processes;
mapping each generated time series for the one or more
software processes to one or more software products;

determining usage of a software product in the operating
system based on the mapping of each generated time
series for the one or more software processes to one or
more software products; and

identifying one or more software product license optimi-

zation opportunities based on a comparison of the deter-
mined usage of the software product in the operating
system and an indication of all installations of the soft-
ware product in the operating system;

wherein said collecting, said generating, said mapping,

said determining, and said identifying are carried out by
a computer device.

2. The method of claim 1, wherein said collecting com-
prises periodically accessing a system process table associ-
ated with the operating system.

3. The method of claim 1, comprising:

generating a profile for the software product.
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4. The method of claim 3, where the profile comprises a
mapping between the software product and each of the one or
more software processes associated with the software prod-
uct.

5. The method of claim 3, comprising:

encoding the profile into a matrix.

6. The method of claim 1, wherein said indication of all
installations comprises a scan report.

7. The method of claim 1, wherein said execution informa-
tion comprises at least one of process name, process state,
percentage of central processing unit used by a process, total
memory used by a process, resource consumption of a pro-
cess, and input/output (I/O) transactions of a process.

8. The method of claim 1, wherein said identifying com-
prises identifying an opportunity for removal of an unused
installation of the software product.

9. The method of claim 1, wherein said identifying com-
prises identifying an opportunity for consolidating two or
more installations of the software product.

10. The method of claim 9, wherein said identifying an
opportunity for consolidating two or more installations of the
software product comprises identifying an installation of the
software product having a low level of usage.

11. The method of claim 10, comprising:

transferring the installation of the software product having

the low level of usage to a server comprising an instal-
lation of the same software product.

12. The method of claim 1, wherein said identitying com-
prises identifying an opportunity for interchanging usage of
two different software products installed on two different
servers.

13. The method of claim 12, comprising:

transferring the installation of a first software product hav-

ing a low level of usage from a first server to a target
server comprising an installation of the same software
product; and

transferring, from the target server to the first server, a

second software product with a usage level similar to
that of the first software product.

14. The method of claim 1, wherein said identitying com-
prises identifying an opportunity for adding one or more
items of hardware for consolidation of two or more installa-
tions of the software product.
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